Innovate

Interact
Impac

E’. First Data.

b>yond the transaction..

FJLARU

Profit From It

January 23, 2012

Online Banking Risk
Management:

A Multifaceted Approach for
Commercial Customers



£ FirstData.
FJLARU

Profit From It

Risk Management

Rajiv Donde - CEO
Laru Corporation




Agenda

* Risk Premise

* Understanding the “layers”
* The Measure/Control paradigm

* Exam

* Exam

* Risk Management recommend

LARU

Profit From I

0

P

es of ACH risk measurement

es for AC

H risk contro

tools

ations

* FFIEC prescription for a layered security approach

F:.' FirstData. | 3



Perspective on Risk

- Banks are in the business of managing risk

* Continuous risk management through temporal
study of transaction patterns is necessary & critical

* Checking new transactions against historical
transaction patterns, is critical to catching anomalies

* Banks have 100% control of their historical
transaction data

FIJLARU F . FirstData. |
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Layered Security ldea

* Point of Login
* Device verification
 Authentication

* Point of fund transfer
* Behavior pattern

» Historical transaction based

* Rules based

* Post transaction Analysis

* Trends

* NACHA rule violations

* Returns Analysis

 Limit Analysis

Profit From It

FILARU & FrstData. | ©



FFIEC’s Layered Approach

- Weak component — Browser Based Security “R-
« Consumers use weak passwords and old browsers Y%

 FIs have no control over the devices used by customers

« Criminals are sophisticated, while anti-virus tools merely play catch-up

» Strong component — Internal anomaly detection
- Establish patterns of transaction behavior

« Quarantine out-of-pattern transactions

» Adopt a rule based approach to catch “not-normal” transactions

Profit From

F]1LARU L FirstData.



Measure/Control Paradigm

Pre-
Risk Control Existing
(ACH Vision) Processing Fed
Q Software Systems

C:\Vision\In C:\Processor\In C:\Fed-Ready

Risk
Measurement ,
(ACH-Clarity)

C:\Archives
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Risk Measurement - Examples

* Volume Analysis — monthly / yearly
» SIC Code

* Third party sender analysis

» Unauthorized returns

* Transaction volume & dollar limits
* NACHA rule violations

EILARU F:.' FirstData. | s



Examples of Risk Measurement

Trends — Monthly Volume

Activity by Month with Trend

El ACH Clarity

Activity by Month - Originator: All SEC Code: All

Dehits
Crriginated Returned
Month Count Amount Count Amount Rate
June 2010 147,852 £80,523, 038 06 4, 238 £2,300,131.80  Z.5%
August 2010 152,716 TEI 355, 17168 4,288 $2,351, 58305 I.EW
Septembsr 2010 142,272 £80,407,507.91 4,184 $2,324,579.45  I.EWL
Ochober 2010 134,082 $72,585,713.55 3,524 52,104,336 67 2.9%
Mowenmber 2010 134 455 £73,509,057 08 3,543 52,143, TEE 4T Z.5%
Decembsr 2010 140,547 £76, 777,858 60 4,154 £2 261 58576  3.0%
Totals BEE D20 T457,550,354 52 24,835 $13,492,072.01 2.5%
Number of Items Originated
200,000
i
-
100,000
e - =
20,000
=== [D2bhits — Credits
D T T T T
Jun 10 Aug 10 Sep 10 Cct 10 MNov 10 Dec 10
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Count Count Amount
B2 B2 48,074,103 87

B85, 8BTS 350,021,514, 14

81,884 T4E, 184,520 .44

T8 ZZZ F44 535 21020

T2, 5650 542,650, 188.01

77,054 T45, 171,230.12

475,887 P2TE 681,372 TE

Credits

Returned MOC

Count Amount Rate Share Count
1,062 5555, 045 .02 T 2%
1,058 BOET 05 0B 1% 2%
STE 3540, 56250 2% 1.1%
915 5523 122 TT e L
S05 501,533 80 T E
STE 540,365 15 3% 1.2%
5,280 33,251, TIT AT 2% 1.2%

Dollar Amount Originated

$100,000,000

$80,000,000 .z’—'\.;\-
-—

$60,000,000

—

$40,000,000

320,000,000

300

== Dehits

—g Credits

Jun 10

Aug 10

Sep 10

Oct 10 Mow 10 Dec 10
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xamples of Risk Measurement
rends — Activity by SIC Code

Origination Activity by Originator Grouped by Industry

Classification

Origination Activity by Originator for Industry Classification: Retail-Convenience Stores

Bl ACH Clarity

Debits Credits
Originated Returned NOC Originated Returned NOC
Originator Count Amount Count Amount Rate Share Count Count Amount Count Amount Rate Share Count
Acme Aggregators 27,354 $13,809,224 33 5,153 $2 609,255.83 18.8% 18.9% as5,081 $44 288,748.78 74 $36,435.30 0.1% 0.1%
Totals 27,354 $13,809,224 33 5,153 $2 609,255.83 18.8% 18.9% as,081 $44 288,748.78 74 $36,435.30 0.1% 0.1%
Origination Activity by Originator for Industry Classification: Retail-Department Stores
Debits Credits
QOriginated Returned NOC Originated Returned NOC
Originator Count Amount Count Amount Rate Share Count Count Amount Count Amount Rate Share Count
Acosta Surety & Title A7 $23,085. 94 24 $11,28575 51.1% 48.9%
Insurance
Totals 47 $23,089.94 24 $11,285.75 51.1% 48.9%
Origination Activity by Originator for Industry Classification: Real Estate Dealers
Debits Credits
Originated Returned NOC Originated Returned NOC
Originator Count Amount Count Amount Rate Share Count Count Amount Count Amount Rate Share Count
Armstrong Synthetics 952 $476,716.69 514 $257,092.61 54.0% 53.9%
Totals 952 $476,716.69 514 $257,092.61 54.0% 53.9%
Origination Activity by Originator for Industry Classification: Iron and Steel Foundries
Debits Credits
Originated Returned NOC Originated Returned NOC
Originator Count Amount Count Amount Rate Share Count Count Amount Count Amount Rate Share Count
Austin Confectioners 5,694 $2,880 527.858 239 $122.236.60 4.2% 4. 2%
Totals 5,694 $2,889 527.88 239 $122,236.60 4.2% 4. 2%
Origination Activity by Originator for Industry Classification: Retail-Variety Stores
Debits Credits
Originated Returned NOC Originated Returned NOC
Originator Count Amount Count Amount Rate Share Count Count Amount Count Amount Rate Share Count
Austin Diagnostic 49 $24 934 16 25 $13,079.08 51.0% 52.5%
Substances
Totals 49 $24 934 16 25 $£13,079.08 510% 525%
ODFI Transaction Volume Activity by Grouped Category 1 of 54 Sep 23, 2011 5:54 pm

LARU
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Examples of Risk Measurement
Trends — Third Party Senders

Origination Activity by Originator Grouped by Aggregator

Originator
ACMECO-D
ZETACONS
Totals

Originator
BETACD
Totals

Criginator
ACME AGRICULTURE
AGORAHOA
BELLEVISTA
BURMSEHOA
CHAPEL SCHOOL
THE MILL
Totals

Originator
Unknown

Totals

Origination Activity by Originator for Aggregator AcmeCo = —=—=—= Third Party Senders are
Debits Credits shown with origination and
Originated Returned NC0C Criginated Returned NOGC o g
Count Amount Count Amount Rate 5hare Count Count Amount Count Amount Rate Share Count return detalls for thelr
472,351 $260,510,557.76 14,742 38,132, 48405 31%  31% 159,110 $B7 G52, 581.45 3,251 $1,800,754.63 20% Z1% | n d |V| d u al CUStO mers
444 $3,252 486.01 0.0% 0.0%
472,351 $260,510,557.76 14,742 38,132, 48405 31% 31% 159,554 T20,245, 447 4T 3,251 $1,800,754.683 20% 20% j
Origination Activity by Originator for Aggregator BetaCo
Debits Credits
Criginated Returned NGC Crriginated Returned NGC
Count Amount Count Amount Rate  Share Count Count Amount Count Amount Rate Share Count
227,084 3124,823 55235 5415 33,002, 43787 243 24% 226,823 $124 656 9561.53 1,604 $BEG 24081 O07%| 0Tk
227,084 3124823 55235 5415 33,002, 43757 243 24% 226,823 $124 656 ,561.53 1,604 BEEES40.81| OT%| OTR%
Crigination Activity by Originator for Aggregator Mythologic Bank
Debits Credits
Criginated Returned NCC Crriginated Returned NG
Count Amount Count Amount Rate  Share Count Count Amount Count Amount Rate Share Count
2,182 53,694, 506,74 2 $B.384.52 01% 0.2%
T.512 $300,104.40 176 $7.031.20) 23%  23%
1,800 $53, 10000 y 1980 1.27% 1.2% 134 408,184 53 T $4.869.34  1.8% 2%
1,289 $25,380.00 12 324000 0.5% 0.5%
] 1,217, 187.70 T 4743512 10.3% 3.6% 443 $1,061,024.28 4 FTE6335 05% O0T%
3,002 $B.97T 2ILTT 2 $5,311.05 % 0%
0,643 51,685, 772.10 216 $65,325.82| 20%| 33% 6,001 $14, 141,385, 73 15 3I8,228.30 0 0.2 0.3%n
Crigination Activity by Originator for Aggregator Not Specified
Debits Credits
Criginated Returned HOC Criginated Returned NOC
Count Amount Count Amount Rate  Share Count Count Amount Count Amount Rate Share Count
104 $5,956 65 30 31,688 57| 2B.8% | 2B.27% E2T 82345018 B 3B TET.T1 1.0% 1%
104 35,5956 .65 30 31,688 57| 28.8% | 28.2% E2T $B23,430.18 ] 3B, TET.TH 1.0% 1%

Tl ACH Clarity

e )

LARU
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Examples of Risk Measurement
(By R7,R10,R29 — Unauthorized Returns)

Debit Activity by Originator Grouped by Standard Entry Class

El ACH Clarity

Code
Debit Activity by Originator for Standard Entry Class Code CCD
Debits
Originated All Returns Unauthorized Returns
Originator Count Amount Count Amount Rate Share Count Amount Rate Share
ACMECO-D ™ E10 F11 927 342 B0 458 F2re2mam 2.3% 2.3%
BETACO 25243 $13253,407 .30 532 F288,72343 21% 21% 136 7349506
Totals 45,853 $25880,749.90 1,020 561,441 44 2.9 209 136 7349506
Dehit Activity by Originator for Standard Entry Class Code POS
Debits
Originated All Returns Unauthorized Returns
Originator Count Amount Count Amount Rate Share Count Amount Rate Share Count
nknowen 22 127298 B F32502  273% 0 255% 3 FES27  A38%  132%
Totals 22 1272495 G $325.02  273% 0 255% 3 6327 136%  13.2%
Debit Activity by Originator for Standard Entry Class Code PPD
Debits
Originated All Returns Unauthorized Returns HOC
Originator Count Amount Count Amount Rate Share Count Amount Rate  Share Count
ACMECO-D 81,305 F44 897 64503 2 EE3 $1 464 45508 3.3% 3.3% 725 $3a97 440 37 0.9% 0.9%
AGORAHCA, 1,240 $49,538.00 a 31960 0 B 065 3 F119.85 029 0.2%
BELLE*ISTA 300 $5,850.00 0.0% 0.0% 0.0% 0.0%
BETACO 22,795 12 515,364 .56 593 F324 87292 26% 2.6% 207 $113 35892 0.9% 0.9%
BURMSEHC A, 203 $4 06000 1 F20.00 0.5% 0.5% 0.0% 0.0%
Totals 105 836 57 473,457 89 3271 $1 789 BET 58 31% 31% 935 $510899 14 0.9% 0.9%
Debit Activity by Originator for Standard Entry Class Code WEB
Debits
Originated All Returns Unauthorized Returns HOC
Originator Count Amount Count Amount Rate Share Count Amount Rate Share Count
CHAPEL SCHOOL 4 $690.90 1 14900 250% 21 6% 1 4901 250% 21 6%
Totals 4 F620.50 1 400 250% 0 21 6% 1 4001 250% 216%

“Unauthorized Returns” includes

- R7, R10, R29

/

PF]LARU
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Examples of Risk Measurement

Origination and Return Activity Limits

~
over limit Approaching limits
Company Limits by Top Usage — E ACH Clarlty
Company Limits by Top Usage
Sec Code Return Category Date Period Type Usage Limit % Used

BELLEVISTA FPPD None 2009-06-30 80 Day Outb Ent Db Cnt 500 400 150.0%
ACMECO-D PPD None 2009-06-30 60 Day Qutb Ent Db Cnt 145,750 140,000 104.1%
ACME AGRICULTURE PPD None 2009-06-30 4 Day Outb Ent Cr Cnt 76 75 101.3%
ACMECO-D PPD None 2009-06-30 4 Day Qutb Ent Db Cnt 13,599 13,600 100.0%
ACMECO-D PPD None 2009-06-30 1 Day Outb Ent Db Cnt 3,395 3,400 99.9%
ACMECO-D CCD None 2009-06-30 60 Day Qutb Ent Db Cnt 38,795 42 400 91.5%
ACMECO-D PPD None 2009-06-30 60 Day Outb Ent Db Amt $80,181,053.82 $87,800,000.00 91.3%
ACMECO-D ccD None 2009-06-30 60 Day Qutb Ent Db Amt $21,366,041.10 $23.400,000.00 91.3%
ACMECO-D ccD None 2009-06-30 60 Day Outb Ent Cr Amt $7,335,726.06 $8,450,000.00 86.8%
ACME AGRICULTURE PPD None 2009-06-30 60 Day Outb Ent Cr Cnt 599 692 86.6%
ACMECO-D CCcD None 2009-06-30 60 Day Outb Ent Cr Cnt 13,320 15,400 86.5%
ACME AGRICULTURE PPD None 2009-06-30 60 Day Qutb Ent Cr Amt $299,054 .51 $345,230.00 86.4%
ACMECO-D PPD None 2009-06-30 60 Day Outb Ent Cr Amt $27.741,514 .95 $32,300,000.00 85.9%
ACMECO-D PPD None 2009-06-30 60 Day Outb Ent Cr Cnt 50,194 58,900 85.2%
ACMECO-D PPD None 2009-06-30 4 Day Outb Ent Db Amt $7.491,108.61 $8,870,000.00 84.5%
ACMECO-D ccD None 2009-06-30 4 Day Outb Ent Db Amt $1,958 87566 $2,390,000.00 82.0%
ACMECO-D CcCcD None 2009-06-30 4 Day Qutb Ent Db Cnt 3,541 4,330 81.8%
ACMECO-D PPD None 2009-06-30 4 Day Outb Ent Cr Cnt 4411 5,600 78.8%
ACMECO-D PPD None 2009-06-30 1 Day Outb Ent Db Amt $1,889,894 69 $2,490,000.00 75.9%
BELLEVISTA ccD None 2009-06-30 60 Day Outb Ent Cr Cnt 150 200 75.0%

PF]LARU
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Examples of Risk Measurement
ACH Rules Violations

Violation Types by Company Bl ACH Clarity

Outhound ODFI Network Violation Types by Company

Excess Reinit Init after failed Early after  Reinit after non Reinit of Untimely Untimely Untimely
Originator of NSF Prenote Ignored NOC Prenote NSF Return Unauth Reversal Dishonor Refused
ACMECO-D i} [} [} 70
Belle Vista 3
Beta Corporation 5] 5 4 5
Chapel Schoal 1 a

|_L
(%)
er

Daisey Flowers

Mid Valley Aagriculture i
The Mill 7
Zetacon 5
Totals 14 14 13 107

Inbound ODFI Network Violation Types by Company

Untimely Untimely

Originator Return Contested Untimely NOC
ACMECOQ-D 26 Violation types shown here
Beta Corporation 29
Totals 55

E.Lfathf{ F:.' FirstData. | 14



Why Risk Management Automation
Common reasons stated by customers

* Need for automated quarantine mechanism for
fraudulent/risky/ problem transactions

* Legacy systems lack adequate monitoring & reporting
features

- Dodd-Frank, FFIEC and other regulatory safety concerns

- Manual risk monitoring and reporting methods are error
prone, costly and inadequate for needs of Governance, Risk
& Compliance (GRC)

- Reputation, operational and financial risks causing urgency
for automated risk measurement and control

FILARU F:.' FirstData. | 15
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Example of Risk Control

FILARU
Profit From It

Man In the Browser
Duplicate Files
Exposure Monitoring
Keywords/OFAC
‘File Integrity

F:.' FirstData. | 16



Example of Risk Controt ExposureMonitoring

Uses the client’s return rate and received returns to
calculate the exposure from outstanding returns or
unfunded credits.

File Wide Issues

An originator using the rule book 8057473756-Master has a debit amount of
$543 807.87. When that is multiplied by the expected return rate of 0.035 the result is
greater than the $500.00 limit.

ELARU F:.' FirstData. | 17
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Examples of Risk Control
Keywords & OFAC

Uses a nightly OFAC update
plus client specific key words to block files.

File Wide Issues

This batch used the strings
[GAME-CO | [POKER KING INC]
[GAME-CO | [TOBACCO.COM]

which contains the watched words
poker

tobacco

Ell‘ﬁ\.Rq F:.' FirstData. | 18



Examples of Risk Measurement
ACH File Integrity

Uses a variety of checks to detect evidence of file
tampering. This includes incorrect batch totals, invalid ABA
numbers and more.

0591444881:2CHK 5502071354 107001452

6000 items sent since 2009-06-08. Total returns are 50.0% with unauth returns at 50.0%.
| Open Company || Open Alert Policy |

0591444881:2CHK 5502071354
PPD Batch CR $0.00 DR $1,017.98 Line 2

This originator's total return rate of 50.0000% is greater than the set limit of 5.0000%

This originator's un-authorized return rate of 50.0000% is greater than the set limit of 1.0000%

Profit From
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Risk Management Recommendations

» Use a Business Intelligence tool to analyze historical
transactions and organize these into actionable patterns

* Next, combine your online bank application with a
automated tool to catch anomalies from the established

patterns

» Extend this methodology across the various payment
channels

For additional information, please contact:

Rajiv Donde - CEO
Laru Corporation

rajiv@larucorp.com
916-932-7034

FILARU F:.' FirstData. | 20
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Internet Banking
Security Package

Cheryl Dunnahoo, Solution Consultant
First Data — Online Banking Solutions (FundsXpress)




Internet Security Landscape

Consumers increasingly concerned about
online security

 An overwhelming 85 percent of survey respondents expressed
significant concern about the safety of sending information over
the Internet. -ldentity Theft Resource Center

Regulation and compliance

- FFIEC adds another layer of regulation for financial institutions
to manage

Internet banking security threats evolving

- “Organizations are no longer facing challenges from individual
hackers or even small groups of hackers. Instead, threats are
coming from “highly organized, well-funded” crime networks, or
even state-sponsored actors.” - Khalid Kark, Analyst, Forrester

FILARY B FrstData | -



Minimum Standards for Risk Management
Program

EILARY £ FirstData. | =



First Data Action

Innovation and strong strategic partnerships

u First Data provides a Internet Banking'’s a Multi-layered security

FI's the tools to multi-layered security helps your institution
remain competitive package can help to remain compliant in
and compliant in an your institution and accordance with the
Increasing hostile your customers recent FFIEC
online environment remain safe and Authentication

secure through all Guidance Updates

stages of the Internet
banking transaction

7%

ELARU F:I' FirstData. | 24
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Internet Banking Security
How the Internet Banking Security package works

The basic Internet banking security package

IS a suite of monitoring tools that comes fully
Integrated with our Internet banking
solutions

Large
Transacti
Rep

Validation ldentify Multi-factor Unusual Login

Engine Verification Authentication Activity Report

E.‘ﬁ‘ﬂy F:.’ FirstData. | 25



Layered Security Features

B EEORIE DURING AFTER
I NSECH O Transaction Transaction
* Trusteer - Multifactor at transaction < Unusual Login Reports
* IronKey Screens - Large Transaction Report
- Multifactor at login * VeriSign security tokens . ACH Origination Risk
- VeriSign security tokens * Dual control for high risk Summary Report

transactions
* Transaction limits

* Notify Me Security Alerts
& Bill Pay Alerts

» Laru ACH Clarity/Vision

|P address restrictions

F]LARU L FirstData. | 2



Layered Security Features
BEFORE the transaction

Our partners offer IP reputation based tools to block connection to known or suspected

fraudulent sites — providing an extra layer of protection to your Internet banking users

PR Irusteer

« Trusteer Rapport is anti-fraud software that

@ IRONKEY'

* IronKey Trusted Access is a secure browser

can be quickly deployed to Fl's internet
banking users

Prevents malware from exploiting browser
vulnerability and infecting the endpoint

Protects personally identifiable Information
from theft by malware and via phishing
attacks

Totally transparent to the end user and does
not require changes to the user environment
or workflow

LARU

Profit From It

available as a downloadable app or portable
device

Reduces risk by providing a safe oasis from
crimeware using keylogging, man-in-browser,
phishing, and other attacks

Enforces online banking use-only policy;
connects only to Fl-approved websites

Deploys quickly with cloud-based
management

F:.' FirstData. | 27



Layered Security Features
BEFORE the transaction

» o
Score at Login: 1.573 Score at Login: 8.857 Multi-factor Authentication! Potential hackers are
Hour: 4.858 Hour: 4.285 If difference in behavior score locked out!
Network: 0.025 Network: 10 at login is high, the user is
Browser: 0.814 Browser: 10 required to provide additional
Frequency: 1.431 Frequency: 10 authentication, such as a one
Cookie: 0.738 Cookie: 10 time PIN sent to a mobile
device or security token.
([ L ]
Multifactor at login VIP security tokens
« Users can be presented with additional « Fl can require a user to always use a
authentication requirements at login based security token to generate a one time PIN
on unusual login behavior required to login to Internet banking
- Additional authentication requirements can - Totally integrated within Internet
be set for high risk commercial customers banking/FXIM

vs. retail customers * Adds another physical layer of security

- MFA options include security questions, one
time PIN delivered via email or SMS, or
security token

FJLARU L FirstData. | 25
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Layered Security Features
DURING the transaction

Multifactor access to transactions VIP security tokens

FI can require any user to always be
required use a one time PIN

» Users can be presented with .
additional authentication

requirements when accessing
certain transaction pages.

Different requirements can be set for

generated from a security token to
access certain transaction pages.

Adds another physical layer of

high risk commercial customers vs security.

retall customers.

- MFA options include security
guestions, one time PIN delivered
via email or SMS, or security token.

E.Lfﬁ\.mi{ F:.' FirstData. | 29



Layered Security Features
DURING the transaction

Accans D DocDevPaproll Nawme:  Jofin Dos

Flemse nssign a fransaction limt and access level tor each Commercial Service this user has access fo, then select
the accourts that the sub.aser con use for each of ihe commercial services

clek "ubmit" to process your selechon

ACH Daba
(&g, ConsumerPaymerts, NACHA mport, Commerncial)

‘ Limit Amvount $ ' 5000.00

==

| ACH Debit PP © ACH Delsit CLD | ACH Debit RCR |

ACH Debit TEL ! ACH Delit WEB
(8.0, COTESLIRET T RO GEFIONARCN) {3, CoiTmErCial) (., MSF Ck) (.40, CONELTET baiphone sahorZation) (8.0, Cordumes aniie Enorzaion
Accens Level Ergar + Approve Other | Enter = Apprcve CEner % || Enter = Approve CEner W Ergar + Appross Othar Ender » Appicwe Cther W
[ saect A Accounts [ Cesect Al accourts | [ Select Al Accourts | [ sakct Al Accountz [Csabct Al Accouns
Checkng 478 B = = & =
Crecking 2345 & ' ) ' = @ =
Savings: 3977 | B ' ' @ =

Dual control for high risk transactions  Transaction limits

» FI can set business/focus customer to always
mandate dual control for high risk ACH
origination and wire transfer transactions .

» Business/focus customer can also require
additional dual control for sub-user access to
Initiate/approve high risk transactions

ElLARY

FI sets transaction limits for high risk ACH
origination and wire transfer transactions

Business/focus customer can also set
transaction limits for high risk ACH
origination and wire transfer transactions
Initiated/approved by their sub-users

L FirstData. | %



Layered Security Features
DURING the transaction

PFJLARU

Profit From It

@ -0

« Comprehensive risk management and fraud prevention solutions
using Laru’s proprietary business intelligence methodology

- ACH fraud detection and prevention through the analysis of real
originator behavior and similar Wire fraud detection to come in 2012

* Originator-centric rules engine to quarantine, review, and approve
risky transactions

« Qut-of-band customer communications
- Change management with audit reporting

Profit From
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Layered Security Features
AFTER the transaction

Unusual Login and Transaction Reports

* User logins are analyzed against the user’s historical profiles to
determine a “difference in behavior” (DIB) score real-time at login.

* An Unusual Login Activity report of all logins are delivered to the FI
for the prior day’s login activity

* Behavior factors taken into account include hour, network, browser,
frequency, click and duration.

* Provides details of user’s login and session activity.

* Large transaction report lists all online transactions over a specified
amount set by the FlI.

Profit From

F]LARU F:.' FirstData. | 32



Conclusion

* A layered security approach is the safest and
mMost secure approach to your internet
banking solution.

* Ensuring your financial
Institution and clients are secure before,
QUrlng an_d after the transac_tlon IS crucial =
In protecting valuable and highly required elements
confidential information. for alayered

security program?

Does your Financial

For more information, please visit or contact:

Cheryl Dunnahoo
First Data

Jack McDonald
First Data

Cheryl.Dunnahoo@firstdata.com
(512) 493-2701

Jack.Mcdonald@firstdata.com
(512) 493-2903

ELARU F:I' FirstData. | 33
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Q&A
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Appendix
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FFIEC Layered Security Requirement

Solutions
G Detect and respond to suspicious activity

» Unusual Login Activity report — daily < Fraudnet for Fiserv bill pay users

summary and real time alerts (optional)
 Daily ACH Origination Summary - Business partner, Laru, offers
report software tools to assist institutions in
monitoring unusual ACH transactions
* Monthly ACH Customer Summary as well as NACHA file editing
report capabilities

* Daily Wire Transter Summary report . Bysiness partner Trusteer offers

tools to detect end-users who may
be infected w/malicious software as

* Large bill pay transaction reports well as forensic tools to help
Institutions respond to incidents

- Daily Large Transaction report

- Payee alerts for ACH origination and
wire transfers

E.Lfi\.le{ F:.' FirstData. | 36



FFIEC Layered Security Requirement

Solutions
e Control of administrative functions

» Dual control for FI's FXIM admin user activity

» Mandatory FXIM admin access restrictions by IP address
and/or day/time

» Dual control at sub-user level for ACH Origination and
Wire Transfer activity

» Dally Sub-User Admin Audit report
* Mandatory new sub-user security alert

E.Lfi\.le{ F:.' FirstData. | 37



FFIEC Guidance Controls Regquirement

Solutions
Q Fraud detection and monitoring systems

- Behavior based MFA logic which - Daily Large Transaction report
considers a number of factors to

detect unusual login activity - Large Bill Payment Transaction

report
- Mandatory large transaction alerts to

end user via email/SMS text: * Fraudnet for Fiserv/CheckFree bill

pay activity (optional)

* Onus transfers L
* ACH Origination Customer Summary

- External transfers report

* ACH Origination batch - Mandatory security alerts for
password, email, mobile phone #
and security question/answer

» Online bill payment changes

- Mandatory new or revised bill
payment payee alert

* Wire transfer batch

» Unusual Login Activity report — real
time and daily summary
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FFIEC Guidance Controls Regquirement

Solutions
e Dual customer authorization through different access devices

 Dual control for commercial activity (ACH origination, wire
transfers)

* Dual control for sub-user administration
* One time PIN sent to email or mobile device for MFA

» Security token PIN (optional hardware or mobile
application token device)

* Planned 2012 enhancement:
 2-way text authorization (vs. one way alert)
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FFIEC Guidance Controls Regquirement

Solutions
e Out of band verification for transactions

* One time PIN sent to email/mobile device for MFA

» Security token PIN (hardware or software token device)
- optional
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FFIEC Guidance Controls Regquirement
Solutions

@Use of positive pay debit blocks and other techniques

* Business partnership with Laru to provide the ACH Vision
software

« 2012 enhancement:

« ACH positive pay; approved originator list
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FFIEC Guidance Controls Regquirement
Solutions

6 Enhanced controls over account activities

 Transaction limits for external transfers, ACH origination
and wire transfer requests

- Mandatory New / Changed Payee alerts — bill pay
- Payee alerts for ACH origination and wire transfers
* End-user IP address restrictions
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FFIEC Guidance Controls Regquirement

Solutions

IP reputation based tools to block connection to known or
L__suspected fraudulent sites

* Business partner Trusteer's Rapport software - Rapport is compact
security software that prevents malware infection and protects
personally identifiable information (such as internet account
credentials) from theft by malware and via phishing attacks.

* Business partner IronKey's Trusted Access downloadable app or
portable device - Trusted Access Is a secure browser that runs
from a read-only environment to protect users and reduce risk of
account takeovers. The secure browser connects only to FlI-
approved websites. Deploys quickly using cloud-based
management with additional, integrated security layers coming
soon including out-of-band authentication and built-in analytics.

» Ongoing monitoring of suspect IP addresses by First Data’s
Security Monitoring Center

 End-user IP address restrictions
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FFIEC Guidance Controls Regquirement

Solutions

Enhanced control over account maintenance activities performed
by customers or through customer service channels

» Business Partner Trusteer’s Flashlight solution and monitoring
console

* Planned 2012 enhancement:

« FX Sample Policies and Procedures will be updated
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FFIEC Guidance Controls Regquirement

Solutions

IP reputation based tools to block connection to known or
suspected fraudulent sites

I
» Dual control for FXIM admin user activity

- Mandatory admin access restrictions by IP address and/or
day/time

» Dally Sub-User Admin audit report
- Mandatory new sub-user security alert

* Dual control for sub-user administration
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FFIEC Guidance Controls Regquirement

Solutions

Enhanced customer education to increase awareness of fraud
L_risk and techniques the customer can use to mitigate risk

» Security education tools, sample targeted notifications, and banner
ads are available on our client support site

* Links to free educational resources
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