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App Sec in a Dynamic World 

Today’s Agenda 
 

•The current banking/compliance landscape 

•What are the current threats? 

•Why is application security so hard to get right? 

•Mobile security 

•Virtualization and Cloud security 

•Be Prepared 

•Guidance 

•Q&A 
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The Compliance Landscape 

Gramm-Leach-Bliley Act (GLBA) of 1999 requires US 
financial institutions to protect consumer 
information 
 

Federal Financial Institutions Examination Council 
(FFIEC) provides extensive, evolving guidelines to 
address significant technology changes and provide 
a risk-based approach for information security 

 

Original FFIEC guidelines on “Authentication in an 
Internet Banking Environment,” released in 2005, 
offer framework for risk management and protecting 
customer data 
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App Sec in a Dynamic World 

New technologies emerge for FIs 
 

•Web 2.0 technologies 

•Social media 

•Third-party integrations / web services 
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App Sec in a Dynamic World 

Attacks are up! 
 

•Banks are under increasing attack 

•Against many new applications 

•With many new techniques 

•From threats both inside and out 

•More on this later 
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App Sec in a Dynamic World 

How’s your 2012 Budget? 
 

•Compliance is more burdensome 

•Attack surface has increased 

•Many new applications and platforms 

•Attacks/Attackers have gotten more sophisticated 

•Sound familiar?  You’re not alone 
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Banking Landscape: What’s Changed 

Customers demanding new capabilities and services while 
resisting new fees and account charges 
 

Customers are more aware of risks and expect stronger security 
 

More commercial customers filing lawsuits over data breaches 
and account takeovers  
 

Cross-channel integration becoming a necessity for improved 
customer service and business operations 
 

Increased pressure to demonstrate top and bottom-line value 
for security and IT investments  
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Banking Landscape: What’s Changed 

In 2011, 62 percent of U.S. adults polled named 
online banking as their preferred banking 
method, compared to just 36 percent in 2010 – 
more than all other methods combined 
  

Nearly 14 percent of all mobile phone users in 
the US accessed banking information via mobile 
devices during the second quarter of 2011, up 45 
percent from fourth quarter 2010  
 

Financial services firms worldwide are being hit 
with an average 60 regulatory changes every 
working day, a 16 per cent increase over 2010, 
with nearly 60 percent of activity in North 
America, followed by 22 percent in UK and 
Europe 

9 
Sources:  American Bankers Association, comScore, Thomson Reuters   
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New FFIEC Requirements: Main Points 

Risk Assessment: Improved risk management model requires 
organizations to continually assess risk and keep defenses up-to-
date against threats 

 
 

Layered Security: Mandates stronger authentication methods and 
controls to protect sensitive information to prevent identity theft, 
reduce account takeovers and reduce financial losses 

 
 
Customer Awareness: Provides minimum elements for customer 
education, including explanation of fraud prevention capabilities and 
communication tools for fraud incidents 

1
0 

2 
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New regulations took effect January 2012 
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Ongoing Risk Assessments 

Perform assessments at least every 12 
months, or as new information or 
technology becomes available 
 

Considerations: 

– Changes to external and internal threat 
environment 
 

– Changes in customer base adopting 
electronic banking 
 

– Changes in functionality offered through 
electronic banking 
 

– Actual security breaches, identity theft 
incidents or fraud 

 

 1
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Layered Security Recommendations 

Use customer behavior in fraud detection and monitoring   
 

Require dual authentication through different access devices and out-of-band 
verification for large transactions  
 

Limit transaction amounts, payment recipients, number of transactions 
allowed per day, and allowable payment windows (e.g., days and times) to 
reduce fraudulent activity 
 

Block connections to banking servers from IP addresses known or suspected 
to be associated with fraud 
 

Develop policies for addressing customer devices that may be compromised 
and customers who may be facilitating fraud 
 

Implement enhanced controls over account maintenance performed online or 
through customer service channels  

1
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Robust Layered Security in Practice 
Out-of-band 
verification 

 
Mobile device 

and app security 

Malware detection 
 

Stronger challenge 
questions 

 
Complex device 

identification 
 

Value thresholds &  
debit blocks 

 
Secured sessions, 

OTP tokens 
 

Dual control 
policies 

 
Employee 
education 

 
Threat reports 

Anomaly detection 

 
Blocking known 
bad IP addresses 

 
Admin access 

restrictions  
 

Intrusion 
prevention & 

detection (IPS/IDS) 
 

Firewall & device 
management & 
monitoring 24x7 

 

Threat intelligence 

Internet  

Mobile  

End Point  

Network  

DNSSEC 



Global Marketing Confidential 14 

Consumer v. Commercial Banking  

1
4 

Consumer banking is generally lower risk, so controls should 
be adjusted accordingly:  

 - More education and controls needed as online and      
                mobile banking threats increase 

 - Use “out-of-wallet” information for challenge 
                questions instead of publicly available information   

  Commercial banking poses higher risks and requires    
  increased controls: 

 - OutȤofȤband authentication by someone other than 
    the person who first initiated the transaction 

 - More sophisticated controls for administrative users   

 - Dual control policy 

 - Positive pay or whitelisting, restricted funds transfer      
                recipient lists 
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Customer Awareness 

Explain protections provided – and not 
provided – to account holders, especially with 
regards to electronic funds transfers 
 
Explain if, when and how the institution may 
contact a customer on an unsolicited basis to 
request electronic banking credentials  
 
Provide recommendations for commercial 
online banking customers to perform periodic 
risk assessment and controls 
 
Provide recommendations for additional anti-
fraud measures customers may consider to 
mitigate individual risk 
 
Provide contact information for customers 
who notice suspicious account activity or 
experience information securityȤrelated events 

1
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FFIEC Recommendations: Summary  

Conduct regular, comprehensive risk assessments, develop an action plan and 
document the process 
  

Delineate consumer and commercial banking and put appropriate controls in 
place for different risk levels   
 

Monitor transactions and user activity for anomalies, and develop effective 
response plans 
 

Use advanced malware detection and antivirus measures to protect against 
new and emerging threats 
 

Implement additional controls for commercial account users with 
administrator privileges  
 

Don’t rely on device identification or challenge questions alone as they can be 
compromised  

 

 
1
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Compliance versus Security 

Requirements do not – and cannot – address  
every risk scenario and possible threat, and are 
open to interpretation 
 

No guidance on mobile banking and tablets, 
secure wireless 
 

No guidance on requirements for third-party 
service providers for online banking and security 
 

Lack of specific details on how to conduct 
customer awareness and education leaves 
communication to discretion of financial 
institutions  
 

Increased sophistication of cyber attacks and 
devices means new guidelines are already out-
of-date in many aspects 

 

 
 1
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Compliance versus Security 

How’s it working for us? 
 

Zappos – January 2012 – 24MM records 

 

CitiGroup – June 2011 – 210,000 credit cards 

 

Michael’s – May 2011 – 90 PIN Pads 

 

Sony – April 2011 - 74MM then 27MM records 

 

Epsilon – March 2011 – Est. 33MM emails 

 

…a bit of personal advice on passwords 

1
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App Sec in a Dynamic World 

The threat landscape 
 

•Cyber Criminals Motivated by 
Profit 

•Government & Industrial 
Espionage 

•Social and Political Hacktivists 
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App Sec in a Dynamic World 

The threat landscape 
 

•Cybercrime is now a global, multi-billion dollar industry 

•Malware arsenal is growing faster and faster 

•…and there is a thriving market for new tools 

•State and state-supported actors in on the game now 
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Top Banking Attack Methods in 2011 

22 

 Downloader Trojan Attacks 

• Hard to spot, relatively small, highly obscured, malicious programs  

• Designed to bypass and disable host-based security programs like 
anti-virus and firewalls to download malicious payloads without 
tripping security alerts 

 Web-based Exploit Kits 

• Direct unsuspecting users to “exploit kits” through poisoned ads, 
spam and compromised websites 

• If security vulnerabilities are found, exploit kits use them to install a 
wide variety of malicious software 

 Fake Antivirus (AV) 

• Malware that deceives victims into paying for simulated removal of 
malware but actually installs other malware in the process 

• Infects victims via downloads that exploit security vulnerabilities in 
web browsers, PDF viewers, or email clients 

Source: Dell SecureWorks Threat Intelligence, December 2011 



Global Marketing Confidential 23 

Financial Industry Attack Attempts  

2
3 

Source: Dell SecureWorks Threat Intelligence, December 2011 

2011 
2010 
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Attacks Against Smaller Entities 

DataLossDB.org (Open Security Foundation) 
 

•2009: 27% of breaches were attributed to 
smaller organizations 

•2010: 67% of breaches 

 

Zogby Poll: 
 

•Despite the trends, 85% of smaller organizations 
feel they’re less of a target than larger 
organizations 

•Zappos/Sony/Citi breaches not helping 
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Over the last 6 years, 
there have been 288  

publicly disclosed 
breaches at financial 

services companies that 
exposed at least 83 

million  customer records. 

Malware and other online attacks 
will be responsible for an estimated 
$210 million in losses through 
corporate financial account 
takeovers in 2011 in North America 
alone.  
 
 

The Impact of Cyber Crime 

2
5 

Sources:, Aite Group, “Banks and Businesses in the Crosshairs: 
Cybercrime and Its Impact” and Identify Theft Resource Center, 2011 
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App Sec in a Dynamic World 

What is so hard about application security ? 
 

•The application itself 

•The threat landscape 

•The application’s environment 
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App Sec in a Dynamic World 

The application 
 

•Web 2.0 technologies 

•Highly distributed architecture 

•Social media business model: growth $ >> security 
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App Sec in a Dynamic World 

What is so hard about application security ? 
 

•Increasing complexity! 

•USAF F-22 Raptor = 1.7MM lines of code 

•USAF F-35 JSF = 5.7MM lines of code 

•Boeing 787 Dreamliner = 6.5MM lines of code 

•Mercedes-Benz S Class = 20MM (Radio + NAV) 

•Luxury Cars estimated to have 100 MM lines of 
code, moving to 300MM in the near future 

 

Source: IEEE Spectrum - Feb 2009 
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App Sec in a Dynamic World 
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App Sec in a Dynamic World 
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App Sec in a Dynamic World 

Let’s talk web applications: 

OWASP Top 10 

1. Injection (SQL, LDAP, OS) 

2. Cross-Site Scripting (XSS) 

3. Broken Authentication and Session 
Management 

4. Insecure Direct Object References 

5. Cross-Site Request Forgery (CSRF) 
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App Sec in a Dynamic World 

Let’s talk web applications: 

OWASP Top 10 

6. Security Misconfiguration 

7. Insecure Cryptographic Storage 

8. Failure to Restrict URL Access 

9. Insufficient Transport Layer Protection 

10. Unvalidated Redirects and Forwards 
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App Sec in a Dynamic World 

The application’s environment 
 

•Mobile – those are computers we’re carrying around! 

•Virtualization 

•Cloud 
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Virtualization Security (VirtSec) 

Some risks similar to those of “multi-
tenancy”/ SaaS solutions: 

Hyper-escalation vulnerabilities 
 

•Guest VM “breaks out” 

•Guest VM escalates privileges with regard to 
other Guests 

•Guest VM escalates privileges with regard to 
Host 

üCould go so far as to fully compromise Host 
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Multi-Tenancy 
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Shared technology issues 

•Consolidated databases 

•Shared network infrastructure 

•Shared compute, memory, disk 
resources 

•Hypervisor vulnerabilities – blue pill 

 

  Aggregate Risk  
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Risks in Virtualized & Cloud Environments 

Based on  Dell SecureWorks Threat Intelligence and Intrusion 
data, 2008-2010 

•Vulnerabilities reported in virtualized technologies nearly doubled. 

•IDS events detecting these attacks increased by more than 500% 

Risk due to vulnerabilities in virtualization-related tech is 
amplified within the Cloud 

 

Vulns Alerts  
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Real World Attacks on Hypervisors 

 
Does anyone care to guess the date of the 
first publicly disclosed hypervisor exploit? 
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Real World Attacks on Hypervisors 

 
2009??? 
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Real World Attacks on Hypervisors 

 
2008??? 
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Real World Attacks on Hypervisors 

 
2007??? 
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Real World Attacks on Hypervisors 

 
August of 2006! 
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Virtualization Security (VirtSec) 

Blue Pill attacks 

•Attacker inserts their own hypervisor beneath legitimate one 

•How to detect if your hypervisor is virtualized? (Red Pill) 

•Joanna Rutkowska 
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Real World Attacks of Hypervisors – 
Microsoft Xbox 360 

Microsoft Xbox 360 has embedded hypervisor 
•Games and Apps must be signed by MS 

•Games and Apps run in non-privileged, virtualized mode 

•Oct 31, 2006 – Buffer overflow vulnerability introduced in 
4532 kernel 

•Nov 16, 2006 – “Anonymous Hacker” completes Proof of 
Concept 

•Jan 3, 2007 – Vuln disclosed to Microsoft 

•Jan 9, 2007 – MS releases patch 

•Feb 28, 2007 – Responsible public disclosure 
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Hyper Escalation in Microsoft Xbox 360 

•Buffer overflow exploit allowed privilege 
escalation into hypervisor 

 

•Combined w/ method to inject data into 
non-privileged memory 

oAttacker can run arbitrary code with full privileges 
and full access to HW 

oe.g., run an alternate operating system 

 

•Requires physical access to Xbox 360 device 
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US DoD Performing VMware Vulnerability 
Discovery Work? 

Old news (2008), but shows threat is real……. 
•Critical memory corruption in virtual device hardware (CVE-2008-4917) 

•Reported by Andrew Honig of US DoD 

o Non-Secure Internet Protocol Router Network (NIPRNet) 

o Secure Internet Protocol Router Network (SIPRNet) 

o NSA’s High Assurance Platform (HAP) Program 

•Guest OS sends request to virtual hardware 

•Can cause virtual HW to write to uncontrolled physical memory 

•Affected Products 

o ESX and ESXi 

o Workstation, Player, Server, and Fusion 

o ACE 
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Real World Attacks of Hypervisors – 
VMware Device Driver 

CLOUDBURST attack on VMware Workstation 

•April 2009, Immunity (makers of CANVAS) 

•Exploits vuln in VMware Display functions 

o 3D display driver (frame buffer) 

•Allows code to be executed in Host from within 
Guest VM 

•Exploit tunnels MOSDEF connection over Frame 
Buffer of the Guest VM to communicate with 
VMware Host 

•Defeats DEP/ASLR on Vista and reliable on Linux 
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NIST Working Definition of Cloud Computing – 
Visual Model 

Let’s 
attack 
here ! 
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Threats From/To Cloud Computing 

Malicious Insiders 

Data Loss or Leakage 

Account or Service Hijacking 

 

Abuse and Nefarious use of Cloud Computing 

Insecure Interfaces and APIs 

Shared Technology Issues 

 

Unknown Risk Profile 

 

 

Cloud Security Alliance – Top Threats to Cloud Computing 
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Prediction: Malware Targets the Cloud 

Target and steal credentials related to Cloud providers 

•AWS 

o Amazon username/password 

o Certificate and private key 

o SSH key pairs 

o “Access Secret Key” 

  

Automate exploitation of Cloud provider APIs 

 

New, advanced malware capabilities 

•Attack multi-tenancy 

•Bypass processor-level isolation and/or hyper escalation 

•Exploit vulnerabilities in Virtual OS controls 
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Other Predictions 

•Phishing targets Cloud provider credentials 
 

•Incident Response is slowed by involvement of 3rd parties 
 

•Post-compromise forensic analysis made more difficult in 
Cloud 
 

•Time to Remediate vulnerabilities may increase 
› Lower priority for Cloud provider? 

› Use of canned VM Images impact to vulnerability management 

 

•Insider Threat 
› e.g., provider has their own Pfc. Bradley Manning  employed as sysadmin 

 

•Physical breach / loss of device may be more damaging 
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Cloud and Virtualization Realities 

Cloud 

•Old problems in a new context 

o Collapsing perimeter means they take on a new “edge” 

•Vendor management problem 

o Ask the right questions in RFPs 

 

Virtualization 

•Is with us 

o Traditional security techniques have limited effect 

o Guest to Host hacks have existed and will exist 

•Security solutions maturing… 

o Leverage virtual security devices & services 

o OS minimization and host based security will bring benefit 
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Break in Case of Emergency 

Two ways to engage incident response: 

 

1. Proactive (draft plans, test, tabletop, war games) 

 

2. Reactive (“This is 911, what is your emergency?) 

 

How old is your plan? Is it complete?  Have you tested it? 

 

Does it involve all aspects of your business? 
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Application Security Guidance 

1. Monitor your servers and devices: 24x7x365 

 

2. Implement an Intrusion Prevention System and Monitor It! 

 

3. Implement a Web Application Firewall and Monitor It! 

 

4. Invest in your security knowledge: Conferences, IBAT, 
OWASP, ISACA, ISSA.  Subscribe to threat intelligence feeds.  

 

5. Test your systems and applications (web, mobile) 

 

6. Protect your employees – A/V is not enough: web filtering 

 

7. Whitelist applications (and websites) on critical systems 
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Cloud Guidance 

1. Take hypervisor security seriously - from architecture to 
configuration 
 

2. Think about who and what surround your application 
 

3. Secure Development Lifecycle principles always apply 
 

4. Identity management is a critical area 
 

5. Assess 3rd party virtual appliances/apps as well as your own 
 

6. Application scanning – dynamic and where possible, static 
 

7. Monitor  application & security logs from cloud deployments 
– Trade-off of direct operational control vs. need to increase visibility 

and transparency 
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Monitoring, monitoring, monitoring 

Monitoring of virtualized infrastructure 

Host 

•Hypervisor 

Guests 

•Operating system / applications 

Other security services 

•Unified view is important 
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Don’t put your secure application 
on a poor foundation! 
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#1 in Healthcare 
IT worldwide 
(Gartner) 

Dell Global Services & Dell SecureWorks  

#1 for IT Service  
& Support 
Customer 
Satisfaction 
(TBR) 

7 Outsourcing 
Excellence 
Awards  
(Outsourcing 
Center/Forbes) 

Manage:  
•2.5M+ clients 
•36 customer 

data  centers 

Support :  
•12.8M clients 
•1.4M servers &  

storage 
systems 

•10K+ SaaS 
customers 

•Manage over 
6.2M 
SaaS seats 

Dell IT saves $200M over two years through 
standardization, consolidation and automation.  
Reduces maintenance costs to <50% of IT spending 

•  Dell Services presence globally  

43,000 team members  |  90 countries  |  60 tech support centers  |  7 global command centers  
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About Dell SecureWorks 

6
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Security 
and Risk 

Consulting  

Counter 
Threat Unit 
Intelligence 

Services  

Managed 
Security  

Professional consulting 
services to assess 
security posture, risk 
and compliance with 
regulations 

Expert insights and 
early warnings of 
emerging threats based 
on research from elite 
security researchers 
and global, real-time 
visibility across 
thousands of 
customers 

Your security team 
focuses on the real 

threats, while security 
professionals at Dell 
SecureWorks handle 
routine security log 

monitoring and 
device management 

tasks 
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Questions? 

 

www.secureworks.com 

 
 
 

Thank you ! 


